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CI/CD in Dev Environment   



Jenkins

F5 Reference Solution Containers Slack Channel

Apps Team / DevOps Logon



Pipeline



• Dev Pipeline
• Prod Pipeline



Continuous Integration with Dev Environment



Pipeline environment 
variables in Ansible 
Vault



Pipeline environment 
variables in Ansible 
Vault



Triggered full stack deployment pipeline

Apps Team / DevOps deploying Apps2 into Dev – Start pipeline



Status notified via Slack Channel



Apps Team / DevOps notice pipeline failed



Apps Team / DevOps 
investigate and found 
AWAF baseline policy 
template by SecOps 
failed deployment –
FAILED Automated 
Test.



Apps Team / DevOps escalate/notify 
SecOps to review   



SecOps logon to DEV AWAF



Configuration Orchestrated by CI/CD Pipeline



Default AWAF Policy template deployed (linux-high)



SecOps review 
exception from logs



ASCII Chars in header 
against default policy 
template



SecOps ”Accepted 
Request” exception –
requirement from Apps



SecOps Applied 
policy changes to Dev 
AWAF



SecOps notify App Team / DevOps of 
new policy changes in DEV   



App Team / DevOps 
pull AWAF policy from 
DEV env





App Team / DevOps 
ensure dev branch on 
SCM



App Team / DevOps modify 
Infrastructure as Code 
(IaC) parameter



Original AWAF policy 
template



New AWAF Policy



Code commit



Jenkins WebHook
trigered build pipeline



Pipeline automatically 
runs

Notification on Slack 
Channel



Pipeline successfully 
completed



Apps successful security tested 
(automated scanned) and deployed 
into dev.



Verifying deployed AWAF Policy



AWAF Policy deployed



Continuous Integration and Deployment of 
Proactive Bot-Detection 



App Team / DevOps enable proactive 
automated attack prevention



Code commit



Pipeline triggered and 
successfully completed

Notification on Slack 
Channel



Verifying deployed proactive 
automated attack prevention 







Continuous Integration and Deployment of 
Password Encryption / DataSafe Protection

(Zero Touch on Apps)



Before DataSafe Protection (username)



Before DataSafe Protection (password)



Enable Password encryption (IaC)



Jenkins Webhook triggered pipeline 
build

Code commit



Pipeline successfully completed Notification via Slack



After DataSafe Protection. Username encrypted.



After DataSafe Protection. Password encrypted.



Verifying deployed DataSafe
Protection





Deployment in Prod Environment   



Successful pipeline deployment



Verifying Production Deployment








