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Network Evolutions

COMPUTING EVOLUTION TOWARD DISTRIBUTED ARCHITECTURES LEADS TO EXPONENTIAL GROWTH IN SOFTWARE COMPLEXITY

Mainframe Client Server Three-Tier Multi-Tenancy Cloud-Edge Architectures
== —m e L &
== EE EE EE == IE = Aws)azorey T a
@ e
== == S | S — =
1970 1980 1990 2000 2010 2020
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Cellular Network Evolution

INCREASING COMPLEXITY / NEW BUSINESS MODELS / NEW COMPETITIVE LANDSCAPE

3G: + Internet

Use Cases include Voice, Video,
Messaging. The Game Changer is
the iPhone

1G: Mobile Voice

First generation of wireless
telephone technology (mobile
telecommunications)

1991

10y

5G: + Network as a

Business Platform
Use cases are categorized as

eMBB, mMTC, uRLLC. The Game
Changer is Automation

UPF

UPF

2020+
1979 i
i el I V = g‘e ‘ Cunrux 5
“ O y »<g ») ‘F 5G Control i E ©ouiube
. er\g é o =5 :u V%@@.ﬁ. Plane ::::_::::@:@}

2G: + Texting
Commercially launched
networks on the GSM
standard

4G: +Mass Video

Use Cases include Voice, Video,

changer application is Uber
31 ©2021 F5

Messaging, and Streaming. The Game




Moving to a Edge-Cloud Ecosystem

KEY MARKET DRIVERS FOR EDGE COMPUTING, BRINGING RESOURCES CLOSER TO WHERE THEY ARE NEEDED

End user experience — Application
performance

Real-time decision making
Security

Hybrid cloud migration strategy
Application trends

Lifecycle management

Enabling a Digital Twin

Digital Transformation

41 ©2021 F5



What is the Edge?

Cloud Data Centers

Network (DIGITAL EDGE NODE}\
Security b
(" Hybrid Multicloud \ &
( A
Mobile Users
)
INTERNET
"
ISP
Offices Ethernet r
Mobile
Field Area Network Privateloud  _ Messagng  Resouces  Wide Area Network
Providers ateways Monitoring Providers
Dashboard
. J
% J
Diversity of \ j
Demand
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Distributed 5G Mobile Cloud Architecture — Key Challenges

MERGING MULTI-CLOUD, HYBRID CLOUD AND ENTERPRISE IT WITH A COMMON PLATFORM

- Service Providers are moving from deploying and managing ~10 POPs to 250 POPs
- RAN and Small Cell densification leads to 10s of thousands of site deployments.

- Managing a hybrid network with CNFs and VNFs where initial deployments will have both VNFs with a Kubernetes
wrapper (Kubevirt) (laaS) along with pure Kubernetes Pods (CaaS)

~100 000 sites ~100 sites ~10 sites
Device Edge 5G Far Edge 5G Edge 5G Core DC
I laaS + CaaS & bR hss:
I () —m e (550 ) (o) (e )2 ) (22 ) (k)
2 [— F1 1D Nnssf Nnef Nnrf Npcf Nudm Naf
__ 63 DU cu j Networks ‘: === IPX
O 5G NR N3 Interworking Roarming Partners
@ RRH UPF N9 Nausf | “HSS” Namf | “MME” Nsmf | “PGW-C” 7
[CommTn)] SCP e
% 63 _______ ORAN_|l o ______. — [Aut:;LritiSc';tion] [ Vobilty ] [ Seasions ] [ Sessions ]
u & : . NG
@' Q — ' E1 L N3 " v
— . F1 I N
Il 5G NR \ DU CUCP  CU-UP | oabrpare_| CC“”\“\)
RRH ~  ~~"""======"ff~=""""====-~!

egjgﬁgﬁr& Distributed Edge, distributed processing and storage, 5G Core Data Center, central processing and storage

applications aggregation, local analytics, private and public cloud

6 | ©2021 F5 @



Complexity with Distributed 5G Mobile Cloud Architecture

MERGING MULTI-CLOUD, HYBRID CLOUD AND ENTERPRISE IT WITH A COMMON PLATFORM

~100 000 sites —ET—

. _ 5G Core DC
B Pico Sites 5G NR 5G Far Edge 5G Edge

5G NR RRH ED _ _
5G NR RRH w/DU \ = . a
&) m«(—))) vCU 2 2 :
/ — 2 ) = CNF CNF CNF DN
— ° ) L : : Networks
1 ° -
CNF I%C_:TN/ O-RAN / F1 VNF CNF ° CNF
<<( )>> midhaul VNF
=\ ® DU backhaul 0 C s
CPRI fronthaul/midhaul 0 ° B
LTE CPRI RRH D Localized CNF CNF CNF centralized
CNF Edee C-RAN Hub UPF CUPS (—»ﬁ- UPF
N ge u . . ()
.S‘@ = = 7
‘ S 2 _;tq-
o <<g>>SGNR CNF VNF < )
= = CPRI
wn .e\.
o KN | DN C s C
é i Networks @ ° o °
Fofl LTE CPRI RRH VNF VNF VNF
3) (RE) Localized
C§U Edge Compute
i Application
5G NR Radio Unit () F1 l 5 5 s
with DU \ Ah'ﬁ & > = : Pg?/\r/t.eu
(densification) — VBBU A CNF VNF 2 2
pe = Metro C-RAN Hub VNF VNF VN
LTE eNB .
CNF ) 4G Core DC

VNF
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Digital Transformation within Service Providers
x& RELEASE 14 A‘ﬁ@RELEASE 15 x@

e B BELEASE 2R e ~1 \ RELEASE 16
ConTroL USER 5 2> SERVICE BASED > EHANCED SERVICE
PLANE SEPARATION ARCHITECTURE 5G BASED ARCHITECTURE
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VNF 1 VNF 2

VIRTUALIZATION LAYER

COMPUTE NETWORK STORAGE
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\Who Owns the Infrastructure?

HURDLES TO OVERCOME IN ORGANISATIONS

Infrastructure / Platform Group

The Laws which Rule over Us Goals: Consistent architecture across IT and 5G

Moose'sLaw Somputingpower,doublesigvery, 8- environments supporting multiple use cases
24 months
Metcalf’s Network becomes more useful the
- Law more devices are connected to it
' onway’s Organizations design systems whic .
( Law copy the organization D Networks / Mobility Group

rolect makest lstar Goals: Deployment of 5G components without too
Goodhart’s Making atarget from a measure much focus on IT and enterprise applications

\‘ l Brook’s Law Adding more people to a late
"~ Law changes the measure
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Vertical Industries are undergoing digital transformation

5G FOR ENTERPRISE SOLUTIONS - ENABLING A MULTI TENANT, MULTI CLOUD AND END-2-END NETWORK

Urban Systems Public Safety Transportation Buildings EJ;?;}%%?

o Surveillance Autonomous Vehicles Commercial and Rental Power Plants
Street Lighting

EV Charging
Traffic Management
Digital Signage
Waste Management

Access Control & Security Buses and Taxis Industrial Solar / Wind Generation
Borders and Ports of Entry Ambulance and Firetrucks
Weather Monitoring Airplanes and Helicopters Homes Substations

Infrastructure Management Drones Stadiums Advanced Metering
Disaster Recovery Government / Healthcare Infrastructure

Airports, Ports, Train stations Water / Wastewater

Devices

O T & e o O

Data Exchange Platforms Edge Hybrid Networking Distributed Computing Platforms Al & Edge Analytics Tools
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Private 5G networks and the Edge

IS 5G A CATALYST FOR PRIVATE 5G ENTERPRISE?

Industrial companies keen on applying for 5G
licenses

12%
18% ] 15% 21% el o 2198 23%ffl 20%
33% 32%
44%
a1% [ 45% 70%
46% as%ll 48% safll 7%
33 54%
41%
44%
41% 40%
330l 32%0 300l 3050 2600 2700l o, " 33%

I e e I I | | g ! I
= Il s === 1nil™ === ®
US | France |Sweden! Nether! UK |Belgium| Italy |Germany| Spain | Norway | South |Global
: ; ' lands ' : 2 : 3 ; ' Korea ' ava.

B Yes M No M Can'tsay

Source: Cap Gemini, Industrial Companies’ Survey of 313 Companies Mar-Apr, 2019

111 ©2021 F5

Interest in applying for licenses by sub-sector

47%  43% |
38%  35% 33% 32% 319 | 29%| | 27%
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Source: Cap Gemini, Industrial Companies’ Survey of 313 Companies Mar-Apr, 2019
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Private Enterprise Networks

ONE THIRD OF LARGE ENTERPRISES WOULD CONSIDER THEIR OWN LICENSE

Has your organization applied for 5G license

in your country of operation (or has it been

considerin g to dos O)? We think having our own license is very beneficial because this gives us the freedom to either

deploy the network alone or with a telecom operator”

- Gunther May, Head of Technology and Innovation, Business Unit Automation and Electrification, Bosch Rexroth AG

e BOSCH

M Can't say

SIEMENS
lua,uam"y for Life
Volkswagen DAIMLER
M No “We cannot wait for the network operators to be ready — we are in the

Source: Cap Gemini, Industrial Companies’ Survey of 313 Companies Mar-Apr, 2019 midst of Industry 4.0”

- Spokeman for Siemens, one of the companies planning to bid for a local license in Germany
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Network Slicing all the way to the edge

CREATING A LOGICAL NETWORK FROM THE CORE ALL THE WAY TO THE EDGE

Network Slicing enables Mobile network Operators to
build customizable solutions/Offerings

Network Slicing contributes a level of isolation that allows
MNGOs to build and deploy solutions without impacting
other network functions.

Creating Innovation Sandboxes increases the potential
of network slicing

131 ©2021 F5

Enhanced Mobile Massive loT uRLLC

(Massive Machine Type (Ultra-Reliable and Low-latency
Broadband (emBB) Communications) Communications)

Services/Products

Logical MBB Logiee]
Network Enterprise
Network

Logical IOT
Network

Network

Network Slices

3 I
1 Access Transport Cloud NW Network |
| Resources Resources Resources Function Mgmt. I

I Resource/Components 1
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Network Slicing — Creating New Revenue Streams for Service
and Industry

HIGHLIGHTING KEY CHALLENGES AND DESIRED OUTCOME

141 ©2021 F5

Challenges

Increased Network Complexity
Decrease Cost
Increase Revenue

Different industries and service
require different SLAs.

Multi-tenancy
Multi Vendor 5G SA CORE

What is Needed

Network Tailored to specific
requirements

Reduce TTM
Increase network utilization

Per slice security

Instantiation simplicity
Increase network Agility
Multi-tenant

laaS and CaaS per slice

Unlock new revenue streams
for Services and industry

Slice lifecycle management



Use Case: Multi-Tenant In-Building Private 5G Networks

Atrium — Conference
Events

|
1 =]
I {

Smart/Demo Factory

_ "
}? -
Car and Bicycle Parking ST
Spaces Offices _ g
Smart Commercial Building i
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Use Case: On-Demand Infrastructure for Government

How the U.S. Air Force Deployed
Kubernetes and Istio on an F-16 in

45 days

24 Dec 2019 8:19am, by Tom Krazit

Department of the Air Force

Integrity - Service - Excellence

DoD Enterprise DevSecOps Initiative
& Platform One
Keynote Presentation

Mr. Nicolas Chaillan

Chief Software Officer, U.S. Air Force
Co-Lead, DoD Enterprise DevSecOps Initiative
Chair, DSAWG DevSecOps Subgroup

Why Kubernetes / Containers?

16 | ©2021 F5

One of the most critical aspect of the DevSecOps initiative is to ensure we avoid any vendor lock-in so the DoD mandated:
= Open Container Initiative (OCI) containers (no lock-in to containers/container runtimes/builders)
u  Cloud Native Computing Foundation (CNCF) Kubernetes compliant cluster for container orchestration, no lock-in to

orchestration options/networking/storage APls.

Containers are immutable and will allow the DoD to centrally accredit and harden containers (FOSS, COTS, GOTS) (think of a true
gold disk concept but that actually scale and works).

Continuous Monitoring is a critical piece of our Continuous ATO model and the Sidecar Container Security Stack (SCSS) brings those
capabilities with Behavior, Zero Trust and CVE scanning.
Kubernetes will provide:

= Resiliency: Self-healing so containers that crash can automatically be restarted,

= Baked-in security: thanks to automatic injection of our Sidecar Container Security Stack (SCSS) to any K8S cluster with Zero
Trust,

= Adaptability: containers are “Lego” blocks and can be swapped with no downtime thanks to load balancing and modern routing
(A/B testing, canary release etc.),

= Automation: thanks to our Infrastructure as Code (laC) and GitOps model,
= Auto-scaling: if load requires more of the same container, K8S will automatically scale based on compute/memory needs,

Abstraction layer: ensure we don't get locked-in to Cloud APIs or to a specific platform as K8S is managed by CNCF and
dozens of products are compliant with its requirements.
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The Journey Ahead

APPLICATION

BLUEPRINT &

DIGITAL
PLATFORM

X o
0(‘ "b\(\
&
o,btb Q,\ O Manage metadata & data pipelines
N 2 o
O < X &
co('\" 19‘\ 0((&‘\ ‘&A& 1}%‘ O Data exchanges & data integration
'S S
3 o < Y ?
oé'b‘ Q°°\ zok° o) &{C‘ O Place edge analytics & streaming flows
900 & & P e,e'o . . .
o o o PN @ O Establish distributed data repository
& < > @

A\ 2 2
SECURITY S S F

BLUEPRINT (oé“ & Y o & O Solve data cache placement

DATA
BLUEPRINT

. Connect to digital ecosystems
. Offload internet traffic at the edge
. Establish multicloud connectivity

. Segment the traffic flows

l&‘ IOA LAYER
(| . Localize and optimize the traffic
NETWORK NETWORK
BLUEPRINT
SECURITY
DATA

FROM SILOED
AND FIXED

APPLICATIONS

Source: ioakb.com

PATH

CHECKLIST

v Simplify the topology
v Create security guard rails
v Establish a data fabric

v Integrate via intersection points



