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25+ years in security, network and IT

Worked in Telco/ISPs, Education, Government sectors
* DevSecOps (Continuous security in operations)
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Research into Public Breaches



Application Protection Report

APPLICATION

IZ\IOJ}JQI.ICATIUN tPRUTREEGI;r[!I%I-?-

PROTECTION
LABS REPURT

2018 SUMMARY, 2ND EDITION

S \f APP”CATIUN The Virtue of Visibility
PROTECTION <>
. REPORT J&

Application
Protection
Report 2022:

In Expectdation
. .of Exfiltration

Laorn héw the theeat landscape svelved in 2021
20 gpu con tine your defanses to suit

_—r

=
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Analysing Breaches: A Prevalence of Malware

DATA BREACH DISTRIBUTION Malware climbed to 30%

of breaches in 2021
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Analysing Breaches: A Prevalence of Malware
MITRE ATT&CK TECHNIQUES USED IN DATA BREACHES

Valid Accounts (T1078)

Exploitation for Client Execution (T1203)
2020

Web Shell (T1505.003) m 2021

Credential Stuffing (T1110.004)

Phishing (T1566)

Ransomware present in 42%
of breaches from application
attacks in 2021

Command and Scripting Interpreter (T1059)

Automated Exfiltration (T1020)

Exploit Public-Facing Application (T1190)

Data Encrypted for Impact (T1486)

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
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Ransomware: Tactics, Techniques & Procedures

Tactic

Technique
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Initial Access
(TAOOO1)

Drive-by Compromise
(T1189)

Privilege Escalation
(TAOOO4)

Valid Accounts
(T1078)

- - -

—IEEE—
S

Exfiltration
(TAOO10)

Exfiltration to Cloud Storage
(T1567.002)

Drive-by compromise masquerading as browser update

i | Impact

— IR —

(TA0040)

Data Encrypted for Impact
(T1486)

Attacker obtained credentials with elevated privileges through unspecified activity

Lateral movement for reconnaissance and persistence using legitimate tools and credentials

Disabled monitoring and security tools, destroyed backups.

Copied, compressed, and staged data from hosts for exfiltration

Cloud storage used for exfiltration

Encrypted data using unspecified ransomware




Ransomware: Tactics, Techniques & Procedures
EVOLUTION OF RANSOMWARE SINCE 2019

@) @ ®

* Long dwell times to: « Exfiltration of data prior to  Ransomware-as-a-Service (RaaS)
e Disable Security tools encryptlon ° Affiliate model (eg Gandcrab)
. Compromise backups . I;)ou.ble ransom approach raises . These practices raise frequency and
likelihood of payment impact of ransomware attacks

» Synchronise encryption
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Analysing Breaches: Exfiltration

MITRE ATT&CK TACTICS USED IN DATA BREACHES

Privilege Escalation (TAO004)

Collection (TA0009) 2020

m 2021

Lateral Movement (TAOOO0S8)
Persistence (TAOOO3)

Credential Access (TA0006)
~80% of 2021 data breaches through application

Impact (TA0040) attacks featured exfiltration

Execution (TA0002)

Exfiltration (TA0010)

Initial Access (TA0001)

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
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Analysing Breaches: Exfiltration Targeting

2021 MITRE ATT&CK CHAINS, n =454
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Analysing Breaches: Exfiltration Targeting

2021 MITRE ATT&CK CHAINS, n =454

Exfiltration

Automated Exfiltration Automated Exfiltration

g \—

Autoated Exfiltration

Stage 1 Tactic Stage 1 Technique Stage 2 Tactic Stage 2 Technique Stage 3 Tactic Stage 3 Technique Stage 4 Tactic Stage 4 Technique
Attack Chain Stage
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Challenges with Application Sprawl



Fundamental shift in how apps are designed & deployed

Microservices-based Apps
o 00 ( ] 050,
Monolithic Apps 00 @app ®%@ A

Multi-cloud and Edge Computing

One Cloud Provider (;:) A D QV_V/%

......

APIl-based Communication
Commanicatn < >
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Challenges in delivering a2

and securing apps

#1 Complex coordination because of
technology inconsistencies between teams
and across environments

#2 Automation challenge “stitching”
multiple environments, layering net,
security, and apps, at scale

#3 Security difficulties due to
multiple different attack surfaces
and sophistication of bad actors

#4 Limited observability of siloed
telemetry trapped in disjointed
systems & environments
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On-prem / Private Clouds
Legacy & Modern Apps

Public Clouds
Legacy & Modern Apps

I

End-user
Experience

Edge
Modern / Distributed Apps




Digital Transformation and Application Modernisation
LARGE-SCALE INVESTMENT IN MICROSERVICES AND CLOUD-NATIVE INFRASTRUCTURE

Modern applications

enable: L :
Applications delivered as

« Speed of new microservicgs in c.:ontainers,
application @ @ enables rapid delivery
PP @@@ of new features

deployments Containers Kubernetes Host VM Managed Cloud
Container Management
o Improved TCO with Services Console |
. . Microservices
operational efficiency < 9 Infrastructure-as-code

m delivers virtualised compute

and storage for rapid

creation of infrastructure

Benefits of cloud-native infrastructure have inherent trade-offs
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Modernisation Increases the Threat Surface for Attack
INTRODUCING MORE SECURITY RISK FOR CUSTOMERS TO CONSIDER

o The Application
Applications and APls are [(% []
susceptible to L7 attacks, 0-day

attacks, and OWASP Top 10 that Bad Actors ' A
can exploit vulnerabilities incode, |  /\ | | [T

software, or business logic. . @
IEIE@ %

Containers Kubernetes Host VM Managed CIoud
Container Management
Services Console
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The Increased Threat Surface

e Cloud-native Infrastructure

Cloud infrastructure like containers,
orchestration tools, virtual machines,
ar?d cIo;:d prc;wdedr AFI’Is c:at?I bf m / ® L
misconfigured and vulnerable to

—— {8y

data exfiltration, container logins, CLOUD PROVIDER API

crypto-mining, and credential theft App Infrastructure

/

Microservices

Z
N

from bad actors.

Applications are only as secure as the infrastructure the run on
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The Increased Threat Surface
ATTACKS LEVERAGE MULTIPLE ACCESS POINTS IN CLOUD NATIVE INFRASTRUCTURE
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Applications

Containers

Orchestration

Virtual Machines

Cloud Provider API

A

& @ B
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Data exfiltration, container logins, crypto-mining, anomalous executables

Unapproved container images, policy changes (RBAC, admission control)

Kernel modifications, privilege escalation, lateral movement, malware

Credential theft, suspicious logins, configuration change, resource creation



Application Infrastructure Protection (AlP)



F5 Distributed Cloud AIP - Full-stack Observability

Applications

Containers

Orchestration

Virtual Machines

Cloud Provider API
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Delivered as a SaaS

Collects telemetry from each
layer of the stack: process,
network, user, and file
behaviors

Analyzes trillions of events
for threats and indicators
of compromise

Integrates with incident
response workflows
for rapid remediation




F5 Distributed Cloud
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| [ {Im| Cloud Container
Containers Management  Orchestration/
Console Monitoring
of interest
[0 i)
Kubernetes  Host VM 1]
a(@m
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% {(:‘é} Host-Based File
Intrusion Integrity
Managed Cloud ot Detection Monitoring
dictabl.
Container Management E;i;:it:rse
Services Console
. ChatOps
I— Microservices —I
X s il
Vulnerability Security
Assessment Analytics
Webhook
Alert
Infrastructure
DEPLOY
Value-Added Services P Q —\/8¢®T
Our in-house Distributed Cloud AIP Managed @ v§
Security Services and Distributed Cloud AIP
Insights teams can do the analysis heavy Monitor Triage Analyze and
DevOps Automation: lifting for you—without resource drain! Environments High—Severity Recommend
Configuration Management 24/7/365 Alerts Response
and Kubernetes




F5 Distributed Cloud AIP - Key Use Cases

!

Threat Detection

Behavioral analysis that
leverages rules and
machine learning to

detect internal/external

threats and IOCs
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Compliance

Reports that demonstrate
adherence to common
compliance frameworks like
PCI-DSS, SOC2 Type I,
and ISO27001
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Security Posture

Analytics that highlight
security posture and
proactively identify
areas of risk in cloud
security hygiene



F5 Distributed Cloud — Combining WAAP and AIP

Protection from L7
attacks, O-day
attacks, and
OWASP Top 10

Bot mitigation
based on
inferences from
the client

API auto-discovery
and security

Application and API Security

><

Application Infrastructure Threat Detection

Threat Remediation (WAAP)

Security Observability (AIP)

L

Authorized User

WA

Fo¥es

Bad Actors

|

)

Distributed
Cloud
_® WAAP

.........................

I— Microservices —I

—

CLOUD PROVIDER API

o<

Bad Actors
and
Vulnerabilities

App
Infrastructure
A Protection

A

e [Intrusion detection

for cloud-

native workloads:
public, private,
and hybrid cloud
environments

Real-time analysis
of telemetry to
detect internal
threat, external
threat, and risk

of data loss

Support for virtual
machines,
containers,
Kubernetes

Observability and Security from Customer to Code

N Detect and act on threats in real-time ®



Thanks for listening!



