Security in a DevOps
Environment
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Refresher

In Super-NetOps Class 1 and 2 we covered:
Foundations of Automation & Orchestration

Automation & Orchestration of F5 technology using declarative and
imperative API's

Continuous Delivery & Deployment
DevOps Methodologies

Infrastructure & Code
Building an F5 toolchain
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Organizations are Transforming

Development Operations
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Security in the Waterfall AppDev SDLC
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DevOps, Agile breaks traditional AppSec

Cycle time for Application
development is getting shorter —
being developed and released 1 dtonal
faster than ever before using waterfall
agile, iterative methods.

Traditional models for application
security can’t scale to the
speed of delivery required by
agile teams
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Applications are exposed to
significant security risks

)

Injections

Credential Stuffing
Deserialisation Attacks
Transport layer attacks

Man in the browser malware
Denial of Service attacks

F5 Labs Application Protection Report
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It's all about speed

Business

; New Code Production
requirement

SHIFTING LEFT

&
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It's all about speed

Business

; New Code Production
requirement

Something got blocked — Inconsistency between development
environment and production.
Delays in resolution awaiting SecOps response — no rollback

Business Perception: Security is preventing business/breaking the app
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In digital led businesses, the

~~— SPEED TO MARKET

trumps traditional security and
operational processes.

Security is important but must adapt.




Cultural Shift
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In a DevOps mentality,
security is everybody’s
responsibility.

A shift away from the
“gatekeeper” mentality.




Breaking Down the Silos

Development Operations

Security
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Building Collaboration

Development Operations

Security
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DevSecOps Principles
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The Pipeline

Rollback
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Security Shifting left

Business

; New Code Production
requirement

ity Shifting Left () Swer-Netops
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Test Automation

Rollback

Allows you to incorporate abuse-test cases and attempts to
exploit system vulnerabilities in order to ensure that your
infrastructure is identifying and blocking those attempts.







Building Advanced WAF into the CI/CD pipeline —
Security as Code

Addressing every vulnerability at the release cadence required
of today’'s DevOps teams is

Application layer distributed

fs denial of service
Credential stuffing
F5 Advanced Web
Application Firewall (WAF) Man in the browser credential

stealing
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WAF POLICY
VERSION 1.0




WAF POLICY
VERSION 1.1




App is
deployed and
WAF protects

the app

WAF POLICY WAF POLICY WAF POLICY
VERSION 1.0 VERSION 1.0 VERSION .1.0




Benefits




Lab
Managing AppSec as code via a CI/CD pipeline
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Local Git
folders

Jenkins as
the CD server

Ansible
playbooks

Run Tests,
good/bad traffic

F5 configuration
via Ansible
modules, AS2,
REST API

Cloud specific
deployments




SOLUTIONS FOR AN APPLICATION WORLD




