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Super-NetOps
The Super-NetOps training program from F5 is free, on-
demand training (complete with labs) designed for Network 
Operations professionals that want to learn more about the 
automation and orchestration features available in F5 
products and how to apply them in accordance with DevOps 
practices. It is intended to help Network Operations and 
DevOps professionals work more closely together to leverage 
the unique skillsets of each group.



Traditional vs Modern Architecture
•
•
•

•
•
•

Project 1 Dev Test Deploy

Project 2 Dev Test Deploy

Project 3 Dev Test Deploy

Project 4 Dev Test Deploy

TIME



Introduction & Concepts
•
•
Imperative Automation via the BIG-IP REST API
• Lab Module 1
Abstracting Services using the App Services 3 Extension 
• Lab Module 2
Creating Declarative Service Interfaces 
• Lab Module 3





Cost effective automation 
requires appropriate Abstraction
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Cost effective automation 
requires appropriate Abstraction

✔
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Appropriate abstraction enables
Declarative Interfaces

My application needs SSL 
encryption and 

availability

Application Owner Service Portal

Automation

Automation

Orchestration
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Declarative Interfaces reduce or eliminate
Domain Specific Knowledge
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Reduced requirement for Domain Specific 
Knowledge enables effective collaboration 

between Super-NetOps and DevOps
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Lower domain specific knowledge
enables simplified DevOps Orchestration

ADC Security IPAM Firewall

HTTPS ADC with 
Web Application 

Firewall
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Orchestration enables an
effective DevOps culture



Imperative Model
Imperative – What we’ve done for years (scripting, iRules, etc.) Imperative 
methodology implies that you define the flow of an operation implicitly. It also 
implies that domain-specific knowledge is required to interact with the system. 

What domain-specific knowledge is required to make this sandwich? 



Declarative Model
Declarative – What we’re evolving to. Declarative methodology implies that you 
define the desired outcome and depend on underlying mechanisms to deliver that 
outcome. This methodology tries to reduce or eliminate the need for domain 
specific knowledge. 



•

•



•
•
•
•

•
•
•



•

•

•

•
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•
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Concepts – F5 Automation Anatomy

LAYER 2-4

STATELESS
SERVICES

LAYER 4-7

STATEFUL
SERVICES

LOOSELY COUPLED

Router Switch

ADC

Firewall

Application 
Security

Identity and 
Access

DDoS
Protection

Local Load
Balancing

Global Load 
Balancing

Application 
Performance

Secure Web 
Gateway

Application 
Proxies

TMUI,
TMSH,

REST API

Device 
Onboarding

© F5 Networks 19





•

•

•
•



•
•
•
•

URI POST GET PUT DELETE PATCH
Collection Create 

resources.
Get representation of 
all resources in the 
collection.

Fully update all 
resources in a 
collection.

Delete all 
resources in a 
collection.

Partially update all resources in a 
collection.

Resource Used for non-
idempotent 
controller 
resources.

Get a resource’s 
representation.

Fully update the 
resource if it 
exists.

Delete a 
resource.

Partially update a resource.



Type Description

Organizing Collection Objects are not configurable, rather they contains other Collections or 
Resources.

Collection Objects are not configurable, however, a Collection contains Resources 
of the same type.

Resource A fully configurable object that supports create, update, refresh, delete, 
load, exists (CURDLE) operations.

Sub-Collection A collection that is attached to a particular Resource.  Must be accessed 
through the ‘parent’ Resource.

Sub-Collection Resource Same as a Resource except it must be accessed via the sub-collection.



•

•

Response Code Applicable Verbs Notes

200 OK • All Return on most positive responses including DELETE.

201 Created • POST HTTP Location header contains link to newly created resource.

202 Accepted • POST
• PUT
• PATCH
• DELETE

Return when a request will take a long time; server should return a Location 
header for client to get state updates.

404 • GET The resource does not exist.

500 • All Check /var/log/restjavad.0.log



https://10.1.1.10/mgmt/

Root

NOTE: Resource names map ‘~’ to ‘/’ (e.g. ~Common~mypool is really /Common/mypool) 

Collection

pool/

Organizing Collection(s)

tm/ltm/

Sub-Collection Resource

~Common~m1:80

Sub-Collection

members/

Resource

~Common~mypool/

tmsh list ltm pool  /Common/mypool members {/Common/m1:80}



•
•
•
• list ltm pool pool1 members {10.1.20.1:80}
• GET: https://10.1.1.10/mgmt/tm/ltm/pool/pool1/members/~Common~10.1.20.1:80

MCPD 
SCHEMA

TMSH 
SCHEMA

REST 
SCHEMA



•
•
•
•
•
•
•
•

• REST API 



•

•

• https://{{bigip_mgmt}}/mgmt/tm/ltm/pool/example

• https://{{bigip_mgmt}}/ mgmt/toc





•
•



•
•



•
•
• /var/log/audit



•
•
•
•
•

•





Admin
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Application Experience: 
Performance, High-

Availability, and Security

RouterSwitch

L2 – L3

ADC ADC

L4 – L7

ADC

Network

Application Services
Policy

ACCESS & 
IDENTITY FIREWALL CONTEXT

LOAD-
BALANCING

GATEWAY 
SERVICES SECURITY

OPTIMIZ-
ATION

DDoS 
PROTECTIONMOBILITY

F5   A
PI

• Device Onboarding
• Operational Workflow
• Imperative Interface



Abstraction
• L4-7 Service Abstraction

Consumer
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Declarative Orchestration

Azure

User
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Admin

Class 1 – Module 1:
Imperative Automation via the 
BIG-IP REST API

© F5 Networks 39

Application Experience: 
Performance, High-

Availability, and Security

RouterSwitch

L2 – L3

ADC ADC

L4 – L7

ADC

Network

Application Services
Policy

ACCESS & 
IDENTITY FIREWALL CONTEXT

LOAD-
BALANCING

GATEWAY 
SERVICES SECURITY

OPTIMIZ-
ATION

DDoS 
PROTECTIONMOBILITY

F5   A
PI



Click to start timer

https://www.google.com/search?q=60+minute+timer


• Appropriately 
Abstract services

• Bridge between the Imperative and 
Declarative Models

• Single API call for deployment
• Enable granular access to configuration (as 

needed)
• Host iControl LX Extensions
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• L4-7 Service Deployments can involve multiple steps
• Deployment is a Synchronous or Asynchronous operation
• Synchronous
• Blocking in nature/Immediately Consistent
• API Response sent AFTER operation completes
• Can be ‘wrapped’ to enable Asynchronous operation

• Asynchronous
• Non-blocking in nature/Eventually Consistent
• User queries the status of the deployment to determine success or failure
• Allows other processes in the automation toolchain to continue



• Designed specifically to enable Abstraction & Automation

• Fully supported

• Implements an Synchronous deployment model
• Can we wrapped to achieve Asynchronous operation

• Compatible with F5 TMOS versions 12.1 and newer

• Covers many L4-7 use cases including Security Services

• Available on GitHub
• https://github.com/F5Networks/f5-appsvcs-extension



https://10.1.1.10/mgmt/

Root AS3 Endpoint

shared/appsvcs/declare



•
•
•
•
•



Admin

Class 1 – Module 2:
Abstracting Services using 
the App Services 3 
Extension
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Click to start timer

https://www.google.com/search?q=20+minute+timer
https://www.google.com/search?q=60+minute+timer
https://www.google.com/search?q=20+minute+timer




Toolchain 
•
•

•
•

•
•



Declarative Orchestration
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Azure

User
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Class 1 – Module 3:
Creating Declarative Service 
Interfaces 

Consumer
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Click to start timer

https://www.google.com/search?q=60+minute+timer
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A VERY Long Way



Skills gap reduction

• Bring BIG-IP expertise to the DevOps party
• Create F5 Super-NetOps champions
• Bring Awareness to DevOps about our capabilities

AUTOMATION

Enablement Educate



•

•
http://f5.com/supernetops

http://f5.com/supernetops





